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Abstract: 

The main aim of our project is to sharing the data in cloud. In this paper, we show that how to securely, efficiently and flexibly share 

data with others in cloud storage. For that we propose Key- Aggregate Cryptosystem which produces cipher text of constant size such 

that decryption rights can be assigned on them. By combin ing a set of secret key, we can make a compact single key. By using this 

compact key, we can send others or can be store in a very limited secure storage. First, owner of the data Setup the public s ystem next  

KeyGen algorithm generates a public or master/secret key. By using this key, user can convert plain text to cipher text. Next  user will 

give input as master secret key by Extract function; it will produce output as aggregate decryption key. This  generated key is safely 

sent to the receiver. Then the user with aggregate key can decrypt the cipher text  through the use of Decrypt function.  We provide 

formal security analysis of our schemes in the standard model. We also describe other application of our schemes. In particu lar, our 

schemes give the first public-key patient-controlled encryption for flexib le hierarchy, which was yet to be known. Cloud storage is 

gaining popularity recently. In enterprise settings, we see the rise in demand for data outsourcing, which assists in the strategic 

management of corporate data. It is also used as a core technology behind. 

 

I. INTRODUCTION 

 

Cloud storage is gaining popularity recently. In enterprise 

settings, we see the rise in demand for data outsourcing, which 

assists in the strategic management of corporate data. It is also 

used as a core technology behind many online services for 

personal applications. Nowadays, it is easy to apply for free 

accounts for email, photo album, file sharing and/or remote 

access, with storage size more than 25 GB (or a few dollars for 

more than 1 TB). Together with the current wireless technology, 

users can access almost all of their files and emails by a mobile 

phone in any corner of the world. Considering data privacy, a 

traditional way to ensure it is to rely on the server to enforce the 

access control after authentication, which means any unexpected 

privilege escalation will expose all data. In a shared-tenancy 

cloud computing environment, things become even worse. Data 

from different clients can be hosted on separate virtual machines 

(VMs) but reside on a single physical machine. Data in a target 

VM could be stolen by instantiating another VM co resident with 

the target one. Regarding availability of files, there are a series of 

cryptographic schemes which go as far as allowing a third-party 

auditor to check the availability of files on behalf of the data 

owner without leaking anything about the data [3], or without 

compromising the data owner’s  anonymity. Likewise, cloud users 

probably will not hold the strong belief that the cloud server is 

doing a good job in terms of confidentiality. A cryptographic 

solution, for example , with proven security relied on number-

theoretic assumptions is more desirable, whenever the user is not 

perfectly happy with trusting the security of the VM or the 

honesty of the technical staff. These users are motivated to 

encrypt their data with their own keys before uploading them to 

the server. Data sharing is an important functionality in cloud 

storage. For example, bloggers can let their friends view a subset 

of their private pictures; an enterprise may grant her employees 

access to a portion of sensitive data. The challenging problem is 

how to effectively share encrypted data. Of course users can 

download the encrypted data from the storage, decrypt them, then 

send them to others for sharing, but it loses the value of cloud 

storage. Users should be able to delegate the access rights of the 

sharing data to others so that they can access these data from the 

server directly. However, finding an efficient and secure way to 

share partial data in cloud storage is not trivial. Below we will 

take Dropbox1 as an example for illustration. Assume that Alice 

puts all her private photos on Dropbox, and she does not want to 

expose her photos to everyone. Due to various data leakage 

possibility Alice cannot feel relieved by just relying on the 

privacy protection mechanisms provided by Dropbox, so she 

encrypts all the photos using her own keys before uploading. One 

day, Alice’s friend, Bob, asks her to share the photos taken over 

all these years which Bob appeared in. Alice can then use the 

share function of Dropbox, but the problem now is how to 

delegate the decryption rights for these photos to Bob. A possible 

option Alice can choose is to securely send Bob the secret keys 

involved. Naturally, there are two extreme ways for her under the 

traditional encryption paradigm: 

. Alice encrypts all files with a single encryption key and gives 

Bob the corresponding secret key directly.  

. Alice encrypts files with distinct keys and sends Bob the 

corresponding secret keys. 

 

Obviously, the first method is in adequate since all unchosen data 

may be also leaked to Bob. For the second method, there are 

practical concerns on efficiency. The number of such keys is as 

many as the number o f the shared photos, say, a thousand. 

Transferring these secret keys inherently requires a secure 

channel, and storing these keys requires rather expensive secure 

 

Research Article                                                                                                                           Volume 6 Issue No. 11 



International Journal of Engineering Science  and Computing, November 2016           3286                                                                 http://ijesc.org/ 

storage. The costs and complexit ies involved generally increase 

with the number of the decryption keys to be shared. In short, it is 

very heavy and costly to do that. Encryption keys also come with 

two flavors—symmetric key or asymmetric (public) key. Using 

symmetric encryption when Alice wants the data to be originated 

from a third party, she has to give the encryptor her secret key; 

obviously, this is not always desirable. By contrast, the 

encryption key and decryption key are different in public key 

encryption. The use of public-key encryption gives more 

flexib ility for our applications. For example, in enterprise 

settings, every employee can upload encrypted data on the cloud 

storage server without the knowledge of the company’s master-

secret key. Therefore, the best solution for the above problem is 

that Alice encrypts files with distinct public-keys, but only sends 

Bob a single (constant-size) decryption key. Since the decryption 

key should be sent via a secure channel and kept secret, small key 

size is always desirable. For example, we cannot expect large 

storage for decryption keys in the resource-constraint devices like 

smart phones, smart cards, or wireless sensor nodes. Especially, 

these secret keys are usually stored in the tamper-proof memory, 

which is relat ively expensive. The present research efforts mainly 

focus on min imizing the communication requirements (such as 

bandwidth, rounds of communication) like aggregate signature. 

However, not much has been done about the key itself. In modern 

cryptography, a fundamental problem we often study is about 

leveraging the secrecy of a small piece of knowledge into the 

ability to perform cryptographic functions (e.g., encryption, 

authentication) multip le times. In this paper, we study how to 

make a decryption key more powerful in the sense that it allows 

decryption of multip le ciphertexts, without increasing its size. 

Specifically, our problem statement is “To design an efficient 

public-key encryption scheme which supports flexible delegation 

in the sense that any subset of the ciphertexts (produced by the 

encryption scheme) is decryptable by a constant-size decryption 

key (generated by the owner of the master-secret key).” We solve 

this problem by introducing a spe special type of public-key 

encryption which we call key-aggregate crypto-system (KAC). In 

KAC, users encrypt a message not only under a public-key, but 

also under an identifier of ciphertext called class. That means the 

ciphertexts are further categorized into different classes. The key 

owner holds a master-secret called master-secret key, which can 

be used to extract secret keys for different classes. More 

importantly, the extracted key have can be an aggregate key 

which is as compact as a secret key for a single class, but 

aggregates the power of many such keys, i.e., the decryp-tion 

power for any subset of ciphertext classes. 

 

II. EXIS TING S YSTEM:  

 

The existing system of cloud storage bloggers can let their 

friends view a subset of their private pictures or data; an 

enterprise may grant her employees access to a portion of 

sensitive data. The challenging problem is how to effectively 

share encrypted data. Of course users can download the 

encrypted data from the storage, decrypt them, then send them to 

others for sharing, but it loses the value of cloud storage. Users 

should be able to delegate the access rights of the sharing data to 

others so that they can access these data from the server directly. 

However, finding an efficient and secure way to share partial data 

in cloud storage is not trivial. The receiver decrypting the original 

Message using symmetric key algorithm. 

LIMITATIONS: 

 

 Increases the costs of storing and transmitting ciphertexts. 

 Secret keys are usually stored in the tamper-proof memory, 

which is relat ively expensive. 

 This is a versatile approach. 

 The costs and complexities involved generally increase with 

the number of the decryption keys to be shared. 

 

III. An Overview of Proposed System 

IV.  

In this paper, we make a decryption key as more powerful in the 

sense that it allows decryption of multip le ciphertexts, without 

increasing its size. We are introducing a public -key encryption 

which we call key-aggregate cryptosystem (KAC) they using 

AES algorithm. In KAC, users encrypt a message not only under 

a public-key, but also under an identifier of ciphertext called 

class. That means the ciphertexts are further categorized into 

different classes. The key owner holds a master-secret called 

master-secret key, which can be used to extract secret keys for 

different classes. More importantly, the ext racted key have can be 

an aggregate key which is as compact as a secret key for a single 

class, but aggregates the power of many such keys, i.e., the 

decryption power for any subset of ciphertext classes. The sizes 

of ciphertext, public -key, and master-secret key and aggregate 

key in our KAC schemes are all of constant size. The public 

system parameter has size linear in the number of ciphertext 

classes, but only a small part of it is needed each time and it can 

be fetched on demand from large (but non-confidential) cloud 

storage. Previous results may achieve a similar property featuring 

a constant-size decryption key, but the classes need to conform to 

some pre-defined hierarchical relationship. Our work is flexib le 

in the sense that this constraint is eliminated, that is, no special 

relation is required between the classes. 

 

Advantages: 

 

 The delegation of decryption can be efficiently implemented 

with the aggregate key, which is only of fixed size.  

 Number of ciphertext classes is large.  

 It is easy to key management for encryption and decryption. 

 

V. MODULES  

 

1. User Registration: 

 

For the registration of user with identity ID the group manager 

randomly  selects a number. Then the group manager adds into 

the group user list which will be used in the traceability phase. 

After the registration, user obtains a public key which will be 

used for group signature generation and file  decryption. 

 

2.User Revocation: 

 

User revocation is performed by the group manager v ia a public 

available. Revocation list, based on which group members can 

encrypt their data files and ensure the confidentiality against the 

revoked users. Group manger update the revocation list each day 

even no user has being revoked in the day. In other words, the 

others can verify the freshness of the revocation list from the 

contained current date. 
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3.File Generation and Deletions : 

 

To store and share a data file in the cloud, a group member 

performs to getting the revocation list from the cloud. In this step, 

the member sends the group identity IDgroup as a request to the 

cloud. Verifying the validity of the received revocation list. File 

stored in the cloud can be deleted by either the group manager or 

the data owner. 

 

4.File Access and Traceability 

 

To access the cloud, a user needs to compute a group signature 

for his/her authentication. The employed group signature scheme 

can be regarded as a variant of the short group signature which 

inherits the inherent unforgeability property, anonymous 

authentication, and tracking capability. When a data dispute 

occurs, the tracing operation is performed by the group manager 

to identify the real identity of the data owner.  

 

V.CONCLUS ION 

 

In this paper, we design Key-Aggregate Cryptosystem For 

Scalable Data Sharing In Cloud Storage. In Mona, a user is able 

to share data with others in the group without revealing identity 

privacy to the cloud. Additionally, Mona supports efficient user 

revocation and new user joining. More specially, efficient user 

revocation can be achieved through a public revocation list 

without updating the private keys of the remaining users, and 

new users can directly decrypt files stored in the cloud before 

their participation. Moreover, the storage overhead and the 

encryption computation cost are constant. Extensive analyses 

show that our proposed scheme satisfies the desired security 

requirements and guarantees efficiency as well. proposed a 

cryptographic storage system that enables secure file sharing on 

untrusted servers, named Plutus. By divid ing files into file groups 

and encrypting each file group with a unique file-block key, the 

data owner can share the file groups with others through 

delivering the corresponding lockbox key, where the lockbox key 

is used to encrypt the file-block keys. However, it brings about a 

heavy key distribution overhead for large-scale file sharing. 

Additionally, the file-block key needs to be updated and 

distributed again for a user revocation. 
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